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What is a Privacy Audit?

Privacy audits are procedures to ensure that your organization’s goals and 
promises of privacy and con�dentiality are supported by its practices, thereby 
protecting con�dential information from abuse and the organization from 
liability and public relations problems.

A privacy audit provides a library an opportunity to examine:

	� How privacy matters are handled at all levels 

	� The �ow and storage of data 

	� The role data plays within the organization 

	� Sta� training about privacy matters 

	� Existing and needed privacy policies 

	� User privacy and con�dentiality

This is an ongoing process, not a one-shot project. Audits 
will look different depending on the size of the library 
and the level of control staff have over their technology 
infrastructure.

Why are Privacy Audits Important?

Privacy is essential to the exercise of free speech, free thought, and free 
association. It is the responsibility of all libraries to ensure that their procedures 
and policies are designed with privacy in mind. If users lose their privacy, then 
they lose what makes a library so great: that freedom to seek information 
without fear of reprisal. It is the responsibility of all libraries to ensure that their 
procedures and policies are designed with privacy in mind. 

In today’s society, there is almost no place a person can go to seek out information 
without being tracked. Libraries have an ethical and democratic duty to be that 
place. When people are being watched, they change their behavior. A library that 
monitors and shares a user’s information is no longer protecting intellectual 
freedom. Libraries should make every e�ort to provide a private place for people 
to exercise their information access rights by performing regular privacy audits.

Every library needs to perform audits to understand how they, their vendors, 
partners, and administrators are handling user data. Even if your library is 
one room with one person on sta� you can ask the core set of audit questions. 
Understanding what current practices are is the �rst step in crafting privacy-
minded procedures and policies. With an increased reliance on third-party 
vendors, libraries are not able to have full control over users’ data. However,  
a privacy audit will assist libraries in being transparent with users about how 
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Building the Audit Framework

A privacy audit will cover a wide breadth of information, allowing you to dig 



Core Questions
Once you’ve identi�ed all the areas in the library that interact with user data, 
you’ll want to ask yourself a set of Core Questions. Keep these questions handy 
and ask them anytime you, a partner, or a vendor is planning to collect user data. 
They will help you to collect the least amount of data needed, ensure it’s stored 
securely, and deleted according to a regular schedule. 

exercise

Pick one of the places in your library that collects user data. Answer these  
Core Questions.

	� What information do you collect?

	� Why do you collect it? Do you need to collect it?

	� How do you collect it?

	� Who has access?

	� What are the storage and retention policies/procedures?

	� What are the current best practices and policies?

Is the user data shared with or collected by third-party vendors?

	� What vendors are used?

	� What information is shared or collected by the vendor?

	� Is the information collected by the vendor necessary for business operations?

	� What are the vendor’s privacy policies and do they align with the library’s?

	� What changes need to be made to ensure the privacy and security of user 
data?

 9 8
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Using Guidelines and Checklists

The Core Questions are a great starting place for any audit. The next step is to 
dig in deeper and align your library with the privacy guidelines established by 
the American Library Association (ALA). ALA has created a set of guidelines and 
checklists that are available to assist librarians, libraries, schools, and vendors to 
develop best practices for online privacy, data management, and security. 

The guidelines and checklists were created for every library, of any size, to be able 
to use. The checklists are broken down into three priority levels. 

	� Priority 1 items should be achievable by every library. These are the must do 
items. 

	� Priority 2 items will be able to be met by larger systems and those with more 
control over their IT systems.

	� Priority 3 are for those libraries with a deeper technological understanding 
and resources. Some of these will be optional. 

You can use these checklists as part of the audit process. They will enable your 
library to be in alignment with the ALA guidelines and give you insight about 
current practices and policies.

exercise

	� Read through all of the checklists 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

	� Select the priority level your library would like to meet. 

Privacy Checklist Overview. . . . . . . . . . . . . . . . . https://bit.ly/checklistoverview

Vendors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . https://bit.ly/checklistvendor 

Data Exchange Between Networked 
Devices & Services . . . . . . . . . . . . . . . . . . . . . . . . .  https://bit.ly/checklistnetwork

Public Access Computers & Networks . . . . . . https://bit.ly/checklistcomputer

Library Websites, OPACs, & 
Discovery Services .. . . . . . . . . . . . . . . . . . . . . . . . . . https://bit.ly/checklistdiscover

Library Management Systems. . . . . . . . . . . . . . . . . . .  https://bit.ly/checklistlms

Students in K-12 Schools . . . . . . . . . . . . . . . . . . . . . https://bit.ly/checkliststudent

Assistive Technology . . . . . . . . . . . . . . . . . . . . . . . . . .  https://bit.ly/checklistassist

Priority 1 Priority 2 Priority 3

 11



 13 12

ex
er

ci
se

Co
m

pl
et

e 
th

e 
Pr

iv
ac

y 
Ch

ec
kl

is
t O

ve
rv

ie
w

. A
s y

ou
 co

m
pl

et
e 

th
e 

ch
ec

kl
is

t, 
as

k 
yo

ur
se

lf,
 “

Is
 o

ur
 li

br
ar

y 
al

re
ad

y 
do

in
g 

th
is

?”
 

or
, “

Is
 o

ur
 li

br
ar

y 
do

in
g 

th
is

, b
ut

 it
 n

ee
ds

 w
or

k?
” 

or
 if

 y
ou

’re
 n

ot
 d

oi
ng

 it
 a

ll,
 “

W
ha

t d
oe

s o
ur

 li
br

ar
y 

ne
ed

 to
 d

o 
in

 o
rd

er
 to

 co
m

pl
et

e 
th

is
 c

he
ck

lis
t i

te
m

 a
nd

 w
ho

’s 
go

in
g 

to
 d

o 
it

?”
.

pr
iv

ac
y 

ch
ec

kl
is

t 
ov

er
vi

ew
st

at
us

 
st

af
f 

as
si

gn
ed

du
e 

da
te

no
te

s

Cr
ea

te
 a

 p
ri

va
cy

 p
ol

ic
y 

th
at

 a
dd

re
ss

es
 th

e 
co

lle
ct

io
n 

of
 u

se
r i

nf
or

m
at

io
n.

 F
or

 g
ui

da
nc

e 
se

e 
th

e 
Pr

iv
ac

y 
Po

lic
ie

s F
ie

ld
 G

ui
de

. 

□
 N

OT
 ST

AR
TE

D 
□

 IN
 P

RO
GR

ES
S

□
 N

EE
DS

 W
OR

K 
□

 C
OM

PL
ET

ED

D
es

tr
oy

 a
ll 

pa
pe

r r
ec

or
ds

 w
it

h 
us

er
 d

at
a 

th
at

 n
o 

lo
ng

er
 h

av
e 

a 
bu

si
ne

ss
 n

ee
d,

 su
ch

 
as

 co
m

pu
te

r s
ig

n-
in

 sh
ee

ts
. K

ee
p 

an
y 

fu
tu

re
 

re
co

rd
s i

n 
a 

se
cu

re
 lo

ca
ti

on
.

□
 N

OT
 ST

AR
TE

D 
□

 IN
 P

RO
GR

ES
S

□
 N

EE
DS

 W
OR

K 
□

 C
OM

PL
ET

ED

En
su

re
 a

ll 
ex

is
ti

ng
 se

cu
ri

ty
 ce

rt
i�

ca
te

s f
or

 
H

TT
PS

/S
SL

 a
re

 v
al

id
 a

nd
 c

re
at

e 
a 

pr
oc

ed
ur

e 



 15

Performing the Audit 

If you are at a larger library you will want to establish a team to complete the 
audit. Smaller libraries may �nd themselves with a team of one. That’s okay! 
Even if you don’t have the ability to make large sweeping changes, plan to audit 
whatever you can. Ask those Core Questions and identify the areas where you can 
make changes

exercise 

	� Create spreadsheets for each of the ALA Privacy Checklists. Only add the 
items from the priority level that your library is following. Also, create 
documents where you can answer the Core Questions for each of the areas of 
your library that handle user data.

	� Assign tasks. Establish who will be responsible for seeing if the library is 
currently in compliance with a checklist item. Will that same person be 
responsible for bringing you into compliance? Identify who will research and 
document the answers to the Core Questions. 

	� Build a timeline. Create due dates for completing checklist items and 
answering Core Questions. If changes need to be made, when do they need 
to be completed?

	� Document your findings. Everything you audit should have a document 
that outlines your �ndings. If you discovered changes that need to be made, 
determine who has the authority to change them. Bring your documentation 
to the appropriate sta� to make a case for new policies and procedures. 
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You may have to interact with units outside of the library 
such as campus or school IT. Set up a meeting to discuss the 
audit. Do they already perform one regularly? Can the ALA 
checklist items be added to their audit process?

Telling the Audit Story

An audit doesn’t just happen in someone’s head as they think about all those 
questions and checklist items. Y
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Rinse and Repeat!

Your �rst privacy audit will be the most challenging and require the most work. 
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