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activities.  Providers who obtain actual knowledge of the content of communications and 
other activity on their services will face a strong incentive to report a broad range of content 
and exchanges in order to remain in compliance with the law, potentially bringing an 
unnecessarily large number of innocent individuals under heightened government scrutiny.  
The potential for this scrutiny will unavoidably exert a chilling effect on protected speech and 
will burden individualsÕ First Amendment rights to speak and to access information. 
 
Prov iders would be required to report the content of private communications directly 
to the government.   Section 603 would require providers to submit the Òfacts and 
circumstancesÓ associated with alleged terrorist activity to Òappropriate authoritiesÓ to be 
designated by the Attorney General.  Undoubtedly, the Òfacts and circumstancesÓ in some 
cases will include the contents of private communications Ð emails, private messages on 
social media, files and photos stored on cloud services Ð which law enforcement would 
ordinarily be required to obtain a warrant to access.  If Section 603 thus requires operators 
to turn over such communications to the government, it would conflict with existing 
protections for individual privacy in the Electronic Communications Privacy Act and under 
the Fourth Amendment.  Further, there are no limitations in the provision regarding what 
may be done with the information in the providerÕs report, creating the prospect that 
peopleÕs personal information and communications would be stored in a government 
database, linked to suspicion of involvement in terrorist activity, in perpetuity.  Nor does 
Section 603 include any provision for providing notice to reported users, meaning that 
individuals who come under government scrutiny for involvement in Òterrorist activityÓ would 
have no opportunity to contest these allegations to the government. 
 
Section 603 would damage user trust in U .S.-based businesses on a global scale . By 
creating a broad reporting obligation on online service providers subject to U.S. jurisdiction, 
this provision will impair the ability of U.S.-based businesses to provide services to users in 
the U.S. and abroad.  Trust in U.S. providers was damaged around the world after 
revelations of the vast scope of the surveillance conducted by U.S. intelligence agencies.  
Many providers have worked diligently in the intervening years to regain their usersÕ 
confidence in the privacy and security of their services.  These efforts would be thoroughly 
undermined by the creation of a new obligation on these providers to inform on their users 
directly to the U.S. government based on an undefined set of criteria and with no protections 
for usersÕ rights.  Moreover, for providers who operate online communications services such 
as social media, email, or instant messaging services, it will be trivial for their users Ð in the 
U.S. and overseas Ð to leave their service for a competitor who is not subject to U.S. 
jurisdiction.   
 
Section 60 3 will be ineffective.   The reporting requirement in Section 603 is likely to be 
ineffective for a number of reasons.  Cautious providers who over-report would contribute 
an unmanageable glut of false leads and inaccurate 
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Electronic Communications Privacy Act, a provider may 


