


 

the Kraemer Family Library at the University of Colorado in Colorado Springs, has agreed to 

serve as production editor, managing article submissions. 

 

The new issue of the Journal of Intellectual Freedom and Privacy is now available at 

journals.ala.org/jifp. It features Garnar’s article “Professional Principles and Ethics in LIS 

Graduate Curricula,” and includes additional features, book reviews, and opinion pieces in 

addition to the latest news on censorship challenges, court decisions, legal controversies and 

success stories. 

 

OIF’s 50th Anniversary Focuses on the Library Bill of Rights 

The Office for Intellectual Freedom and the Intellectual Freedom Committee are both charged 

with upholding the Library Bill of Rights, their core document and the foundation for all their 

http://jounals.ala.org/jifp


 

The subcommittee will begin work on additional privacy guidelines and checklists to address a 

number of emerging privacy issues for libraries. These include assistive devices, the use of 

biometric identifiers, mobile applications, and the use of patron data for marketing. The 

subcommittee also plans to revise the existing document, “RFID in Libraries: Privacy and 

Confidentiality Guidelines” which was last revised in 2006.  

 

ISSUES 

Hate crimes and challenges to library materials 

Since 1990 – when ALA began formally documenting censorship – OIF has received an average 

of one challenge per day. Since November 2017, OIF began to observe an uptick in the number 

of hate crimes in libraries, prompting the office to begin documenting such incidents for the 

challenge database. 



 

Hate Crimes 

Since November, OIF has documented nine hate crimes. These public reports include a 

patron threatening a library worker at the Salt Lake County Library’s Columbus Branch, 



 

Advisory Council, comprised of leaders from the publishing, bookselling and library 

communities. The Advisory Council made an appearance at the Chicago Book Expo on Nov. 8, 

where the panelists discussed independent publishing and diversity in literature trends. Our 



 

 ACTION ITEM 

The Intellectual Freedom Committee moves the adoption of the following action item: 

CD # 19.10, Resolution on Access to Accurate Information. 

In closing, the Intellectual Freedom Committee thanks the division and chapter intellectual 

freedom committees, the Intellectual Freedom Round Table, the unit liaisons, and the OIF staff 

for their commitment, assistance, and hard work. 

Respectfully Submitted, 

ALA Intellectual Freedom Committee 
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Library Privacy Checklist 

Overview 

 

This is checklist is intended to help libraries of all capacities take practical steps to implement 

the principles that are laid out in the 

http://www.ala.org/advocacy/privacyconfidentiality


 

 

Priority 3 Actions 

1. Publish and distribute flyers and/or web content for patrons that includes information 

on how to protect personally identifiable information and other data. 

2. Publish and distribute flyers and/or web content for patrons about available software 

and alternative browsers and plugins to protect their privacy online and can be used in 

the library. 

3. Publish and distribute flyers and/or web content about VPN services and/or Tor 

and patrons’ ability to use these systems on the library network. 

4. Test compliance with these standards through a trusted third party service or individual. 

 

Resources 

1. ALA’s Guidelines for Developing a Library Privacy Policy:  

http://www.ala.org/advocacy/privacyconfidentiality/guidelines-developing-library-

privacy-   policy 

2. How to Geek’s 5 Alternative Search Engine’s That Respect Your Privacy:  

http://www.howtogeek.com/113513/5-alternative-search-engines-that-respect-

your-   privacy/ 

3. ALA’s Library Bill of Rights: http://www.ala.org/advocacy/intfreedom/librarybill 

4. ALA’s Privacy Toolkit:  

http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/priv

acy 

5. EFF Surveillance Self Defence - 

http://www.ala.org/advocacy/privacyconfidentiality/guidelines-developing-library-privacy-policy
http://www.ala.org/advocacy/privacyconfidentiality/guidelines-developing-library-privacy-policy
http://www.ala.org/advocacy/privacyconfidentiality/guidelines-developing-library-privacy-policy
http://www.howtogeek.com/113513/5-alternative-search-engines-that-respect-your-privacy/
http://www.howtogeek.com/113513/5-alternative-search-engines-that-respect-your-privacy/
http://www.howtogeek.com/113513/5-alternative-search-engines-that-respect-your-privacy/
http://www.ala.org/advocacy/intfreedom/librarybill
http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/privacy
http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/privacy
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://ssd.eff.org/en/module/introduction-threat-modeling
https://ssd.eff.org/en/module/introduction-threat-modeling
https://ssd.eff.org/en/module/keeping-your-data-safe
https://ssd.eff.org/en/module/keeping-your-data-safe
https://ssd.eff.org/en/module/seven-steps-digital-security
https://ssd.eff.org/en/module/seven-steps-digital-security
http://csrc.nist.gov/groups/ST/hash/policy.html


 

 

http://www.ala.org/advocacy/library-privacy-guidelines-library-websites-opacs-and-discovery-services
http://www.ala.org/advocacy/library-privacy-guidelines-library-websites-opacs-and-discovery-services
http://www.ala.org/advocacy/library-privacy-guidelines-library-websites-opacs-and-discovery-services


 

 

4. Establish procedures that restrict access to personal information to the user or 

appropriate library staff and conform to the applicable state laws addressing the 

confidentiality of library records as well as other applicable local, state, and federal 

law. Ideally these procedures 

laws



 

 

5. Ensure that all services directly under library control are secure. 

a. Stay aware of and remediate known exploits. 

b. Keep software and applications up-to-date. 

c. Monitor logs for intrusions and perform regular security audits. 

d. Perform regular backups and have a disaster recovery plan. Note that backups 

should be subject to your policy on data retention. 

6. Work with service providers to review contracts/licenses and if needed revise them 

so that they are in compliance with relevant legal regulations and library policy. 

a. Create an addendum to contracts regarding liability for data breaches that 

affect user privacy. 

 

Priority 3 Actions 

1. Establish and maintain effective mechanisms to enforce library privacy policies. 

Conduct regular privacy audits to ensure that all operations and services comply with 

these policies. 

2. Encrypt all online transactions between client applications (web browsers, e-book 

readers, mobile apps, etc.) and server applications using modern, up-to-date security 

protocols for SSL/HTTPS. Communications between server applications and third-

party service providers should be encrypted. 

3. Store user passwords using up-to-date best practices for encryption with a 

cryptographically secure hash. 

4. Ensure that any personally identifiable information and user data housed off site (cloud- 

based infrastructure, tape backups, etc.) uses encrypted storage. 

5. Explore the possibility of two-factor authentication and implement if possible. 

 

 

Resources 

1. Example Privacy Policy from NYPL 

2. Personally Identifiable Information 

3. HTTPS Everywhere 

4. Let’s Encrypt 

5. How to Check if your Library is Leaking Catalog Searches to Amazon 

6. Warrant Canary 

7. A Visual Guide to Practical Data De-Identification 

8. NISTIR 8053: De-Identification of Personal Information 

9. Password Storage Cheatsheet 

https://www.nypl.org/help/about-nypl/legal-notices/privacy-policy
http://www.gsa.gov/portal/content/104256
https://www.eff.org/https-everywhere
https://letsencrypt.org/
https://go-to-hellman.blogspot.com/2016/12/how-to-check-if-your-library-is-leaking.html
https://www.eff.org/deeplinks/2014/04/warrant-canary-faq
https://fpf.org/2016/04/25/a-visual-guide-to-practical-data-de-identification/
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet


http://www.ala.org/advocacy/library-privacy-guidelines-students-k-12-schools


 

 

or a privacy-



 

 

Resources 

 

ALA/AASL Policy Statements 

 ALA/AASL Policy Statements Position Statement on the Confidentiality of Library 

Records.  http://www.ala.org/aasl/advocacy/resources/statements/library-records 

● ALA. 2008. Code of Ethics.  

http://www.ala.org/advocacy/proethics/codeofethics/codeethics 

● ALA. 2014. Privacy: An Interpretation of the Library Bill of Rights.  

http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy 

 

Legislation 

● American Library Association. State Privacy Laws Regarding Library Records.

http://www.ala.org/aasl/advocacy/resources/statements/library-records
http://www.ala.org/advocacy/proethics/codeofethics/codeethics
http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy
http://www.ala.org/advocacy/privacyconfidentiality/privacy/stateprivacy
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www2.ed.gov/policy/gen/guid/fpco/index.html
https://chooseprivacyweek.org/students-and-minors-privacy/
http://ala.informz.net/ala/profile.asp?fid=3430
http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/privacy
http://www.ala.org/advocacy/privacyconfidentiality/toolkitsprivacy/privacy
http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/qa-privacy
http://chs.csdvt.libguides.com/intellectualfreedom
https://www.commonsensemedia.org/privacy-and-internet-safety
http://cosn.org/focus-areas/leadership-vision/protecting-privacy
https://libraryfreedomproject.org/teenprivacyguide/


 

 

● National Cyber Security Alliance. “Privacy Library.” https://staysafeonline.org 

● YALSA. Teen Tech Week. http://teentechweek.ning.com/page/faq 

● U.S. Department of Education. Privacy Technical Assistance Center. http://ptac.ed.gov/ 

 

Teaching Tools 

● ALA. Choose Privacy Week Programming Guide and Activities. 2010  

http://chooseprivacyweek.org/wp-  

content/uploads/2013/04/CPWResourceGuideProgram.pdf 

● iKEEPSAFE. K-12 Curriculum Matrix. November 2015. http://ikeepsafe.org/privacy-k-12-  

curriculum-

https://staysafeonline.org/
http://teentechweek.ning.com/page/faq
http://ptac.ed.gov/
http://chooseprivacyweek.org/wp-content/uploads/2013/04/CPWResourceGuideProgram.pdf
http://chooseprivacyweek.org/wp-content/uploads/2013/04/CPWResourceGuideProgram.pdf
http://chooseprivacyweek.org/wp-content/uploads/2013/04/CPWResourceGuideProgram.pdf
http://ikeepsafe.org/privacy-k-12-curriculum-matrix/
http://ikeepsafe.org/privacy-k-12-curriculum-matrix/
http://ikeepsafe.org/privacy-k-12-curriculum-matrix/
https://www.sjpl.org/privacy
https://edri.org/files/privacy4kids_booklet_web.pdf
http://studentdataprinciples.org/the-principles/
https://epic.org/privacy/student/bill-of-rights.html
https://studentprivacypledge.org/privacy-pledge/
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Library Privacy Checklist 

Public Access Computers and Networks 

 

This checklist is intended to help libraries of all capacities take practical steps to 

http://www.ala.org/advocacy/library-privacy-guidelines-public-access-computers-and-networks
http://www.ala.org/advocacy/library-privacy-guidelines-public-access-computers-and-networks
http://www.ala.org/advocacy/library-privacy-guidelines-public-access-computers-and-networks


 

 

5. Perform regular security audits on all public computers, including digital inspection 

of security risks and flaws and physical 

https://www.eff.org/https-everywhere
https://www.eff.org/privacybadger
https://securityinabox.org/en/guide/firefox/windows
https://securityinabox.org/en/guide/basic-security/windows
https://libraryfreedomproject.org/resources/privacytoolkit/
http://www.dataprivacyproject.org/mapping-data-flows/
https://www.consumer.ftc.gov/media/video-0080-public-wi-fi-networks
https://www.sjpl.org/privacy/security-how-internet-works
https://www.f-secure.com/en/web/labs_global/threat-descriptions
http://www.howtogeek.com/221929/how-to-choose-the-best-vpn-service-for-your-needs/
http://www.niso.org/apps/group_public/download.php/16064/NISO%20Privacy%20Principles.pdf
https://www.amazon.com/Protecting-Patron-Privacy-Practices-Computers/dp/1610699963/
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Library Privacy Checklist 

For E-book Lending and Digital Content Vendors 

 

This checklist is intended to help libraries of all capacities take practical steps to implement the 

principles that are laid out in the Library Privacy Guidelines for E-book Lending and Digital  

Content Vendors. 

 

Priority 1 are actions that hopefully all libraries can take to improve privacy practices. Priority 

2 and Priority 3 actions may be more difficult for libraries to implement depending on their 

technical expertise, available resources, and organizational structure. 

 

Priority 1 Actions 

1. Provide links to vendor privacy policies and terms of service pages for users when 

appropriate, e.g. from the library’s own privacy policy page or from a library web 

page about the vendor’s product or service. 

2. Work with vendors to configure services to use the opt-in method whenever possible 

for features that involve the collection of personal information. 

3. Develop a strategy to assist patrons in managing their privacy when using vendor 

products and services. The strategy could include in-person reference, handouts, web 

guides, classes, or other programming. Topics covered could include: 

a. Settings for personal accounts on vendor websites. 

b. Vendor applications on personal devices including any privacy settings and 

how to remove the application and any associated stored data. 

4. Notify staff and patrons of any data breaches and assist patrons in mitigating the impact 

(changing passwords, uninstalling applications, etc.). 

 

Priority 2 Actions 

1. Add privacy considerations to the library’s selection criteria for new purchases or 

the renewal of existing purchases. These considerations should include the vendor: 

a. Notifying users of their privacy policies at the point of access and restricting 

the collection of patron data to clearly stated operational purposes. 

b.  Tm

0 g
912 2nP1l34  

http://www.ala.org/advocacy/library-privacy-guidelines-e-book-lending-and-digital-content-vendors
http://www.ala.org/advocacy/library-privacy-guidelines-e-book-lending-and-digital-content-vendors
http://www.ala.org/advocacy/library-privacy-guidelines-e-book-lending-and-digital-content-vendors


 

 

and dissemination of patron data. Before purchasing a new product or service the 

library should ensure that the license agreement: 

a. Complies with all applicable local, state, and federal laws regarding 

the confidentiality of library records. 

b. Conforms to the library’s privacy, data retention, and data security policies. 

c. Stipulates that the library retains ownership of all patron data. 

d. Includes a protocol for responding to government and law enforcement 

requests for patron data. 

e. States the vendor’s responsibilities to notify the library and affected patrons in 

the event of a data breach. 

 

Priority 3 Actions 

1. Review existing license agreements using the privacy concerns outlined above for 

new agreements. 

a. Work with vendors to change language of license agreements when possible to 

address concerns. 

b. Consider not renewing contracts with vendors that are unable to provide these 

assurances in the license agreement. 

2. Review vendors’ data governance plan that addresses patron consent, data security, 

encryption, anonymization, retention, dissemination/data sharing, and destruction. If 

the vendor does not have a plan, ask them to create one. 

3. Request that vendors conduct regular privacy audits and make audit results available 

to the library for review. Make the results of the review one of the criteria for 

renewal. 

 

Resources 

 

ALA. “Encryption and Patron Privacy.” American Library Association, 

2016, 

http://www.ala.org/advocacy/encryption-and-patron-privacy
https://www.iab.org/wp-content/IAB-uploads/2011/03/fred_carter.pdf
http://www.cmpe.boun.edu.tr/~ozturan/etm555/dataaudit/html/refer/checks/index.htm
https://www.eff.org/deeplinks/2015/05/what-every-librarian-needs-know-about-https
https://www.eff.org/deeplinks/2015/05/what-every-librarian-needs-know-about-https
https://www.eff.org/deeplinks/2015/05/what-every-librarian-needs-know-about-https
https://iapp.org/resources/article/security-breach-response-plan-toolkit/
https://iapp.org/resources/article/security-breach-response-plan-toolkit/
https://iapp.org/resources/article/security-breach-response-plan-toolkit/
https://letsencrypt.org/


 

 

Perera, Charith, McCormick, Ciaran, Bandara, Arosha K., Price, Blaine A., and Bashar 

Nuseibeh. “Privacy-By-Design Framework for Assessing Internet of Things Applications and 

Platforms.” IoT 2016, 7-9 Nov. 2016, Stuttgart, Germany, 

https://arxiv.org/pdf/1609.04060v1.pdf
http://www.isaca.org/Journal/archives/2014/Volume-1/Pages/Privacy-Audit-Methodology-and-Related-Considerations.aspx
http://www.isaca.org/Journal/archives/2014/Volume-1/Pages/Privacy-Audit-Methodology-and-Related-Considerations.aspx
http://www.isaca.org/Journal/archives/2014/Volume-1/Pages/Privacy-Audit-Methodology-and-Related-Considerations.aspx


http://www.ala.org/advocacy/library-privacy-guidelines-data-exchange-between-networked-devices-and-services
http://www.ala.org/advocacy/library-privacy-guidelines-data-exchange-between-networked-devices-and-services
http://www.ala.org/advocacy/library-privacy-guidelines-data-exchange-between-networked-devices-and-services


 

 

such as SSH tunnel or a VPN. 

3. Encrypt sensitive data at rest (i.e. data warehouses, archives, tapes, offsite backups, etc.). 

4. Store passwords in applications using up-to-date best practices for encryption 

(i.e. hashed and salted). 

Priority 3 Actions 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/458857/Password_guidance_-_simplifying_your_approach.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-120.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-120.pdf
https://nces.ed.gov/pubs2003/secureweb/ch_6.asp
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3. Develop policies and procedures regarding the extraction, storage, and sharing of patron 

data from the LMS for in-house or contracted third-party use. 

a. Restrict access to the extracts to appropriate staff. 

b. The policy should include disposal/deletion of extracts. 

4. Encrypt offline data backups to prevent access by unauthorized personnel. 

5. Keep LMS applications and underlying server software up-to-date to mitigate the impact 

of security vulnerabilities. 

 

Priority 3 Actions 

1. Store all passwords (patron and staff) in a secure fashion using a proper cryptographic 

hash function. At this time bcrypt or better are good standards. 

2. Encrypt all traffic between the LMS server and any client connections outside a secure 

LAN. For example, use a VPN to encrypt the connection over the Internet of a 

checkout station at a branch library to the LMS server at the main library. 

3. Conduct regular audits of the network and LMS servers to make sure reasonable 

security measures are in place to 

https://librarytechnology.org/repository/item.pl?id=20425
https://epic.org/privacy/consumer/code_fair_info.html
https://librarytechnology.org/repository/item.pl?id=21672
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Q&A: Makerspaces, Media Labs and Other Forums for Content Creation in Libraries 

 

Statement of Purpose: This Q&A can be used as a guide by libraries as they create policies for 

makerspaces or other content creation forums within their facilities. It is not intended to be a 



 

 

Libraries may establish and equip such physical and virtual spaces as designated sites and 

platforms for creating, sharing and disseminating original content. Some current examples of 

such sites and platforms are makerspaces, media labs, social media sites, and print-on-demand 

services. Such sites and platforms may be limited to library-sponsored or library-related 

programs; or may be opened for access to events, exhibits, programs and performances 

sponsored by community groups and organizations; or opened for independent individual access 

and use.  When a publicly funded library opens such sites and platforms for general public use, 

they will be considered a designated or limited public forum. 

 

Are there any libraries to which this does not apply? 

The First Amendment applies to federal, state and local governments and their agents, but not to 

private entities. Public libraries and public schools are considered governmental agents, so they 

are subject to the First Amendment restrictions on uses of public and limited public forums 

discussed above. However, private libraries—such as a private school library—are not. 

 

What determines who is eligible to use such spaces in the library? 

Every person who uses the library should have an equal opportunity to use all of the library’s 



 

 

 

 Behaving in a manner that disrupts the orderly conduct of the physical or virtual forum, 

prevents other patrons from using library resources, or interferes with library employees 

performing their duties 

 

 Creating or sharing content that is legally defined as obscene or child pornography, or 

knowingly sharing with minors content that is harmful to minors. 

 

 Creating or sharing content that constitutes physical or virtual harassment of others as 

long as the library has consulted with legal counsel to be sure that a behavior policy 

including harassment offers clear guidance to patrons on what the term means and that 

legal counsel advises that the harassment definition meets constitutional tests. 

 

 Transmitting or reproducing copyrighted or patented content without permission from the 

copyright or patent holder  

 

 Hacking, misappropriating, tampering with or damaging the work-in-progress or shared 

content of other forum users, or redistributing their content without authorization 

 

 Intentionally engaging in the distribution of malware or similar malicious software or 

hardware 

 

 Using false identification to mislead others 

 

 Using another individual's personally identifiable information without his/her explicit 

permission 

 

The library’s acceptable use policy should clearly state the consequences of violating the policy, 

including whether their library privileges may be denied or suspended and the procedure for 

doing so (including notification, penalties, reinstatement, and appeals). 

 

What about costs? Who pays for materials consumed or damaged? 

If a library charges cost-recovery fees for consumable materials used by participants in library-

sponsored activities, provision should be made to cover fees for those who otherwise could not 

afford to participate. If a library’s policy preclude waiving cost-recovery fees efforts should be 

made to find a sponsor — such as a “Friends of the Library” organization — to pay the fees. If a 

library charges cost-recovery fees for loss or damage to library property or resources, these fees 

need to be clearly stated in the policy, and the library should consider offering alternatives — 

such as volunteer service — to those who cannot afford the fees. 

 

Who is responsible for preventing misuse and illegal activities?  
Each user is personally responsible for appropriate and legal use of library spaces, equipment, 

hardware and software, Internet access, Web sites, social media and other resources. Generally, a 

library is not responsible for the actions of individual users as long as the library conspicuously 

posts an acceptable use policy that clearly states user responsibilities.  In some cases, existing 

policies that serve as a measure of protection for the library, such as those addressing use of 



 

 

copiers and printers may be broadly enough worded that they include new technology: if not, it 

may be possible to expand those policies rather than create new ones. 

 

Can a user make items like a gun or sexually explicit images or toys? 

While it is possible to create a gun using a 3-D printer, the software required to do so is complex 

and may be proprietary. Even if a user had access to the software to create parts of a gun, other 

parts required for it to function could not be created on the printer.  

 

If a library’s policy prohibits gun possession in the library then the creation of a gun or gun parts 

would violate that policy if that policy is in line with state law of gun possession. If state law 

allows possession of a gun in a library then the library would need to work with its legal counsel 

to determine if a legal prohibition against creating a gun can be fashioned within state law.  

 

The same is true of creating sexually explicit images or toys. If a library policy prohibits sexually 

explicit material in the library then creation of sexual explicit images or toys also violate the rule 

but the library would need to work with its legal counsel to determine if the prohibition against 

sexually explicit materials has adequate definition that follows state law as well as constitutional 

tests. 

 



 

 

 

What other issues should the library consider before creating makerspaces? 

The library should carefully review all licenses it signs for new technology. Remember, once 

signed, the license controls. The library should also review existing licenses to determine if there 

are any impacts from the implementation of new technology or processes. The library should 

also review any existing partnership agreements to determine what, if any, impact new 

technology may have. The library should also be aware that local building codes may limit 

makerspace creation or uses. Disability compliance laws should be considered when installing 

new technology or creating makerspaces.  



 

 

2016-2017 ALA CD #19.9 

2017 ALA Midwinter Meeting 

 

Guidelines to Minimize the Negative Effects of Internet Content Filters on Intellectual 

Freedom 

 

 

Introduction 

For a variety of reasons, many public libraries and schools install content filters on the Internet 

access they provide to their patrons and students.  A library may decide to filter in response to 

community standards or to comply with state filtering legislation in order to receive funding.  A 

governing authority such as a school district or local government may also require a library 

under its jurisdiction to filter.  Libraries that receive federal E-rate funds for Internet access or in-

building network enhancements must also comply with the filtering and other requirements of 

the Children’s Internet Protection Act (CIPA). 

 

Whatever the reasons, many libraries must deal with the well-documented negative effects of 

content filters on intellectual freedom.  Filters often block adults and minors from access to a 

wide range of vital information and forms of expression that are constitutionally protected 

speech.  CIPA requires only a narrow category of speech to be blocked:  visual images that are 

obscene, child pornography, or visual images that are deemed "harmful to minors" under the law.  

Filtering technology is not sophisticated enough to make such narrow distinctions, and as a result 

both over filtering and under filtering occurs in the attempt to block images that meet these 

criteria. 

 

Filters also threaten the privacy of users by monitoring and logging Internet activity.  As more 

websites move to HTTPS to secure communications from eavesdropping, this presents a 

challenge for filters that employ content inspection techniques.  Some filters now include the 

ability to decrypt HTTPS protocols and can thereby monitor and log user activities on secure 

websites.  



 

 



 

 

passwords, and sensitive personal information, including commercial, educational, financial, 

legal, and medical information may be compromised.  Because of this, decryption should not be 

enabled on library computers. 

 

By default, most filters and routers generate logs of user activity data.  Library staff have an 

ethical and often a legal obligation to protect the privacy of this information and thus access to 

these logs should be restricted to authorized staff.  The library should configure the device to log 

the minimum amount of data and develop procedures to regularly delete the logfiles. 

 

Management 

The ability to easily disable filters is crucial to mitigating their negative effects on free inquiry.  

The Supreme Court affirmed in its decision to uphold CIPA that adults and minors 17 or older 

have the right to have content unblocked or the filter disabled for research or any lawful purpose.  

Public and school libraries need to establish a set of procedures that allow the disabling of filters 

for adults and minors 17 and older quickly and easily with as little staff intervention as possible.  

Libraries of all types should be prepared to unblock incorrectly categorized or incorrectly 

blocked websites for users of all ages. 

 

Here are some possible disabling scenarios to accommodate libraries of different sizes and 

technical capabilities. 

 

 A library could make some computers available with a browser extension that allows the 

user to disable the filter by enabling a 



http://www.techsoupforlibraries.org/cookbook-3/networking-and-security/bandwidth-management
http://www.usac.org/sl/tools/news-briefs/preview.aspx?id=709
http://connect.ala.org/files/cipa_report.pdf
https://americanlibrariesmagazine.org/2013/04/02/filtering-and-the-first-amendment/
https://ssd.eff.org/en/module/how-circumvent-online-censorship
http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/internet-filtering


 

 

 

Issue Brief: The Time has Come to Move to HTTPS!  (Center for Democracy & Technology, 

October 2016) 

 

Libraries and the Internet Toolkit: Legal Issues: CIPA and Filtering (American Library 

Association) 

 

SSL Filtering Whitepaper (Smoothwall) 

 

The Man in the Middle: E-rate, Filtering and CyberSecurity (Knowledge Quest Blog Post by 

James LaRue:  Journal of the American Association of School Librarians, September 28th 2016) 

 

https://cdt.org/insight/issue-brief-the-time-has-come-to-move-to-https/
http://www.ala.org/advocacy/intfreedom/iftoolkits/litoolkit/legalissues_CIPA_filtering
https://us.smoothwall.com/ssl-filtering-white-paper/
http://knowledgequest.aasl.org/man-middle-e-rate-filtering-cybersecurity/
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2017 ALA Midwinter Meeting 

 

On Tuesday, January 24, 2017, the ALA Council adopted this resolution as amended. 

 

RESOLUTION ON ACCESS TO ACCURATE INFORMATION 
 

Whereas the American Library Association recognizes the contribution of librarianship in 

informing and educating the general public on critical problems facing society (Policy, A.1.1); 

  

Whereas the mission of ALA is to provide leadership for the development, promotion, and 

improvement of library and information services and the profession of librarianship in order to 

enhance learning and ensure access to information for all (Policy A.1.2); 

  

Whereas ALA has as one of its officially stated goals that it is the leading advocate for the 

public’s right to a free and open information society (Policy A.1.3); 

  

Whereas ALA opposes any use of governmental power to suppress the free and open exchange 

of knowledge and information (Policy B.8.5.1); 

 

Whereas in 2005 ALA adopted a Resolution on Disinformation, Media Manipulation and the 

Destruction of Public Information (2004-2005 ALA CD #64); 

 

Whereas inaccurate information, distortions of truth, deliberate deceptions, excessive limitations 

on access and the removal or destruction of information in the public domain are anathema to the 




